

FEDLINE SECURITY AND RESILIENCY ASSURANCE:
New Attestation Requirements
Background And What You Need To Know:

In January 2021, the Federal Reserve Bank (FRB) commenced the distribution of attestation materials on the subject of the “FedLine Solutions Security and Resiliency Assurance Program." Attestation materials were submitted to all End User Authorization Contacts (EUACs) at each financial institution (including credit unions) and outlined the overall relevant steps that organizations must take to complete the Security and Resiliency Assurance Program (“Assurance Program”). 
The Federal Reserve Banks indicated that the new Assurance Program has been developed in response to the continuous and dynamic security threat landscape and must be completed by all organizations no later than December 31, 2021.  In addition, all service providers and ﬁnancial institutions will be expected to complete the Assurance Program on an annual basis going forward.
This program requires all organizations who use FedLine services to do the following:
(1) Complete an Assessment, 
(2) Develop a Remediation Plan, and 
(3) Submit Proof of Compliance with the Security Requirements to the Federal Reserve. 
What is FedLine? 
FedLine is a suite of payment solutions, designed to facilitate electronic payments in an efficient, reliable, and secure manner. All FedLine Solutions are included in the scope of the Assurance Program as follows:
· FedLine Direct
· FedLine Command
· FedLine Advantage
· FedLine Web
· FedMail 
To learn more about each of these solutions and the included services, see the FedLine Solutions page on the Federal Reserve website. 
What is the FedLine Solutions Security and Resiliency Assurance Program? 
To ensure security and reduce the risk of fraudulent payments, the Federal Reserve has developed a series of security requirements that must be implemented for institutions using FedLine Solutions. The requirements include things like PC Controls, Hardware Controls, Network Controls, Documentation and Data, Assurance, etc. 




The security and control procedures for each FedLine Solution contain security controls that are relevant for the speciﬁc FedLine Solution.

Key controls include:
· PC Controls (FedLine Web and FedLine Advantage only) requirements related to PCs that organizations use to access FedLine Web and FedLine Advantage.
· Hardware Controls requirements related to VPN devices that are used to access FedLine Advantage and FedLine Command, or Dedicated WAN routers that are used to access FedLine Advantage, FedLine Command, and FedLine Direct.
· Middleware Controls (FedLine Command and FedLine Direct only) requirements related to middleware software used for the FedLine Command and FedLine Direct Solutions and the servers that the software is installed on.
· Network Controls requirements related to the network connections that include elements of a FedLine Solution implementation and an Organization’s network.
· Operational Controls requirements related to an Organization’s operation of its FedLine Solution.
· Documentation and Data requirements for the handling of conﬁdential FedLine documentation and connection and conﬁguration data.
· Assurance requirements for review of compliance with security controls and correction of variances.
To ensure these requirements are being met, the Federal Reserve has developed the "FedLine Solutions Security and Resiliency Assurance Program." 
The program has three (3) components: 
1. Assessment: Each organization must conduct a self-assessment to determine if the requirements are met. In addition, the Federal Reserve may require an independent assessment or review, based on a variety of factors (e.g., implemented solutions, use cases, organizational complexity, etc.).
2. Remediation Plan: For any gaps highlighted in the assessment process, the organization must develop a plan of action to remediate the deficiencies.
3. Attestation: An organization official or executive in charge of payments must sign an attestation form to confirm the organization understands the security requirements, has conducted the assessment, has a remediation plan, etc.
What is required to complete the assessment and attestation? 
While each organization will determine how to best conduct the assessment for their environment, here are some steps to help you through the process. 
Step 1: Review Communications from the Federal Reserve 
Attestation materials designed to guide you through the process were sent to your organization and were scheduled to arrive by January 1, 2021. If you have not received the materials, contact the FedLine Solutions Customer Contact Center. 

Step 2: Gather the Required Documents 
Download the following documents from the FedLine Solutions website. 
· Operating Circular 5 
· Certification Practice Statement: Federal Reserve Banks' Certification Authority 
· Certification Practice Statement: Federal Reserve Banks' Services Public Key Infrastructure (PKI) 
· Password Practice Statement 
Depending on which FedLine Solutions your organization has implemented, you will also need to locate the Security and Controls Procedures documents for each solution. These documents are not publicly available. You have three options for locating them: 
· Locate where your organization stored them during the solution implementation process. 
· Download the FedLine Web and FedLine Advantage documents from the EUAC Center. 
· Contact the FedLine Solutions Customer Contact Center to request a copy. 
Step 3: Conduct the Assessment 
Each document includes a list of requirements. To perform a self-assessment, review the requirements with applicable personnel (e.g., Payments, Member Services, Accounting Department, Information Technology, Operations, etc.) and determine if each requirement is implemented. Make note of any items which are not in place. 
If the Federal Reserve notifies you that you must have an "independent assessment," you may be able to do one of the following: 
· Hire an independent third party to perform the assessment. 
· Have an independent internal department perform the assessment (e.g., internal audit, compliance, etc.). 
· Conduct a self-assessment and have it reviewed and substantiated by an independent party. 
Step 4: Create a Remediation Plan 
If any areas of noncompliance were noted during the assessment process, create a remediation plan to address the deficiencies. Escalate the issues to the responsible parties and develop a written plan-of-action to address the gaps. 
Step 5: Submit the Attestation 
You are not required to submit the self-assessment but are required to submit an attestation. Instructions for submitting the attestation are included with the attestation materials you received from the Federal Reserve. When finished, save copies of the self-assessment, supporting documentation, and attestation documents for your records. 

Step 6: Set a Schedule 
The attestation process must be completed by December 31st of each year. Schedule a time to review the assessment, update any remediated areas, and re-complete the attestation before the deadline each year. 
To review more information related to the Security and Resiliency Assurance Program, please go to:
https://frbservices.org/resources/resource-centers/security-resiliency-assurance-program/index.html
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